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Qué herramientas vienen con Tails.

* TOR (The Onion Router).

% Pidqgin: configurado con OTR (Off The Record).
* LUKS (Linux Unified Key Setup)

* GnuPG (GNU_Privacy Guard)

% Nautilus Wipe

* Monkeysing.



https://www.torproject.org/
http://es.wikipedia.org/wiki/Pidgin_(software)
http://en.wikipedia.org/wiki/Linux_Unified_Key_Setup
https://www.gnupg.org/
https://tails.boum.org/doc/encryption_and_privacy/secure_deletion/index.en.html
http://web.monkeysphere.info/monkeysign/

Continuacion...

* PWGen.

* Shamir's Secret Sharing.

* Florencia.

*x MAT (Metadata Anonymisation Toolkit).
* KeePassX.

* GtkHash.



http://pwgen-win.sourceforge.net/
http://en.wikipedia.org/wiki/Shamir's_Secret_Sharing
https://mat.boum.org/
http://www.keepassx.org/
http://gtkhash.sourceforge.net/

Recomendaciones/Conclusiones

* ¢Usando Tails o TOR realmente estamos seguros de

nuestra privacidad y anonimato en la Red?
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Recomendaciones/Conclusiones

“ Tener cuidado con la idea que podemos tener de lo que

hace Tails por nosotros.


https://geti2p.net/es/
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r The Tor Software is Running
You are currently running version "0.2.2.37 (git-e57e8eb4c56348eb)" of the fusrfsbinftor Browse
Tor software.
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¥ Start the Tor software when Vidalia starts

Proxy Application (optional)
Connected to the Tor Network
We were able to successfully establish a connection to the Tor network. You
N can now configure your applications to use the internet anonymously.
00:54:48

Start a proxy application when Tor starts
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Uso de ancho de banda de Tor Mapa de Red de Tor
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Estatus de tor

Tor esta corriendo
. E;? Usted esta ejecutando las version "0.2.5.8-rc (git-eaa9calo:

10:52:28

Conectado a la red Tor
Hemos establecido una conexion exitosa con la red Tor. Aho
\V Internet de forma anénima.
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