


Tor es:

software libre y gratuito.
anonimidad online a nivel de red.
una red Onion (red cebolla).

también un conjunto de servicios y
aplicaciones que funcionan sobre su red.

Tor NO es Thor...




Como es Tor *
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This browser is con >d to use Tor.
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@Vsr la Red zusar una kNueva Identidad

BB, Gréfica de Ancho de Banda () Ayuda D fcerca e

TTB(Tor Browser bundle)

Estado

Atajos ds Vidalia

You Can Help!

20 bep ma

| =] tnforme de Mensajes Popreferencias  [pg sl

ated 1o the research, development, and
about The Tor Projest
| Mostrar ests ventana al iniciar

Esconder

Mozilla Firefox ESR 31.2.0
V 0.2.2.35.12 (Tor 4.0) Mod.




¢Como funciona?
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enlace cifrado con TLS

enlace cifrado con TLS enlace NO cifrado
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¢ Para qué/Por quién se utiliza?

“para lo bueno y para lo malo, en la salud y en la enfermedad”




Mitos v leyendas:

“En busca de la verdad, Deep Web”
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Either use a proxy, or
say hi to the FBI.
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Scat CP, Rape CP, Snuff CP.. etc.



Mitos y leyendas:

“En busca de la verdad, Deep Web”

Put simply, it is the part of the Internet that is hidden from view.

Also known as the ‘Visible Web', it is content that can
be found using search engines such as Google or Yahoo.
It is under constant surveillance by the government.
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N© DEEP WEB

Also known as the ‘Invisible Web’, it is the content that
cannot be indexed by search engines. And it is hard to
keep track of.

The Deep Web is the size of the
estimated to be Soox Surface Web.




Tor y algo mas:
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¢ES seguro?

lebian:~# 1sof -c tor
USER FD NODE
8716 de cwd 36 1571596
8716 t 6 2

.
8716 de t X 18731396 1702472 / /
i e ‘ Tor + Proxychains
8716 t e /1ib/1386-1inu 686/cmov/ .S

8716 / /1386-1inu 686/cmov.

8716

8716

8716 de t e 916218

8716 il 916351

8716 de t e 91730

8716 t 917316

8716 e 21 1966657

8716 ian-t 1966661

8716 292

8716 il t 917

8716 95896 916586

8716 0
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8716 /

8716 20 anon_.
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i Es seguro?

. 000192000
. 240924000
. Q40988000
.OE17432000
L 118322000
. 158999000
. 159008000
. 193817000
. 193822000
. 1943225000
. 194340000

Internet Protocol Version 4, Src: 62.210.188.218 (62.210.188.218), Dst: 192.168.1.129 (192.168.
P Transmission Control Protocol, Src Port: etlservicemgr (5001), Dst Port: 58312 (58312), Seq: 1,

52, 0.188.
192.158.1.129
52.210.1882.218
192.168.1.129

5Z.210.188.218
192.168.1.129
52.210.188.218

62.210.188.218
192.168.1.129
52.210.188.218
192.168.1.129
52.210.188.218
192.158.1.129
52.210.1882.218
192.168.1.129

192.168.1.129
52.210.188.218
192.168.1.129
62.210.188.218
192.158.1.122
5Z.210.188.218
192.168.1.129
G52.210.188.218

58312 = etlservicemgr
etlservicemgr = 58312
58312 = etlservicemgr
etlservicemgr = 58312
58312 = etlservicemgr
etlservicemgr = 58312
58312 = etlservicemgr
etlservicemgr = 58312
58312 = etlservicemgr
etlservicemgr = 58312
58312 = etlservicemgr

1.129)
fck: 1, Len: 543




i Es seguro?

Tor + Proxychains :

.
Source Destination Protocol Length
192.168.1.129 209.51.191.150 TLSv]1.2
209.51.191.190 192.168.1.129 TCP
192.168.1.129 209.51.191.190 TLSV1.2
192.168.1.129 87.216.1.65 DMNS
192.168.1.129 87.216.1.65 DNS
87.216.1.65 192.168.1.129 DS
287.216.1.55 192,168.1.129 DMS
209.51.191.190 192.168.1.129 TCP
192.168.1.129 209.51.191.150 TLSv1.2
209.51.191.120 192.168.1.129 TCP
209.51.191.180 192.168.1.129 TLSv1.2

192.168.1.129

D-chain|
D-chain|
D-chain|
D-chain|
D-chain|
D-chain| -<

.51.191.180

Info

597 Application Data

60 https = 45949 [ACK] Seq=1104499 Ack=134112 Win=116 Len=0

597 Application Data

89 Standard query 0x7652 A safebrowsing-cache.google.com

89 Standard query Oxblb7 AAAA safebrowsing-cache.google.com

300 Standard query response Ox7652 CNAME safebrowsing.cache.l.googl
152 Standard query response Oxblb7 CMAME safebrowsing.cache.l.googl
60 https = 45049 [ACK] Seq=1104499 Ack=134655 Win=116 Len=0

597 Application Data

60 https = 45949 [ACK] Seq=1104499 Ack=135198 Win=116 Len=0

597 Application Data

54 45949 = https [ACK] Seq=135198 Ack=1105042 Win=216 Len=0



¢Es seguro?

Tor + Proxychains :

3486 414.242875000
3487 414.367071000
3488 414.482730000
3489 414.482753000
3490 414.483151000
3491 414.607595000
3492 414.826017000

192.168.1.129 209.51.191.190
209.51.191.190 192.168.1.129
209.51.191.1590 192.168.1.129
192.168.1.129 209.51.191.190
192.168.1.129 209.51.191.190
209.51.191.190 192.168.1.129
209.51.191.190 192.168.1.129

TLSv1.

TCP

TCP

TLSw

TCP

TLSw

2 597 Application Data
60 https = 45949 [ACK] Seq=2018383 Ack=386327 Win=139 Len=0
2 597 Application Data

TLSv].

54 45949 = https [ACK] Seq=386327 Ack=2018926 Win=263 Len=0

.2 597 Application Data

60 https = 45949 [ACK] Seq=2018925 Ack=386870 Win=139 Len=0

.2 597 Application Data

P Internet Protocol Version 4, Src: 62.210.188.218 (62.210,.188.218), Dst: 192.168.1.129 (192.168.1.129)
P Transmission Control Protocol, Src Port: etlservicemgr (9001), Dst Port: 58312 (58312), Seq: 1, Ack: 1, Len: 543

is 96.43.145.44
204.93.78.2

om is 199.59.150.7




Resultado:

Your IP Address

Anonymous Proxy
Lenselteb B.V.. Hosting

Fl, 1 OCCB0L41238 52 40000

Detected DNS Address

= United States - California B= United States - California = United States - California B= United States - California

= Guogle - Business = Goagle - Business ongle - Business ongle - Business

Google - Business Gongl - Business

Google - Busness

Gongle - Business

= United States - California = United Stafes - California = United States - California = United Stafes - California

= United Stafes - California = United States - California

ongle - Business Google - Busness

Tor + Proxychains :

Your IP Address

Anonymous Proxy
Intergenia AG - Hosting

DOct2014 124

Detected DNS Address

@ United States

—_— Level 3 Communications - Residential






